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(54) Battery powered gaming machine security monitoring system 



(57) A disclosed battery powered security monitor- 
ing system provides a security system that monitors val- 
idation signals detected by a sensor at least twice during 
each oscillation of the validation signal. This technique 
may be applied both while the main power to the gaming 
machine is on and while a backup power source (e.g., 
a battery) is on. Preferably, the security system of this 



invention employs a custom integrated circuit (e.g., an 
end-user programmed complex programmable logic de- 
vice) to perform some the security functions such as 
supplying the validation signal to the sensor and com- 
paring a sensor output signal to the validation signal to 
determine whether access to a gaming machine device 
has occurred. 
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Description 

BACKGROUND OF THE INVENTION 

[0001] This invention relates to battery powered se- 
curity monitoring systems for gaming machines such as 
slot machines or video poker machines. More particu- 
larly, the present invention relates to secure monitoring 
of gaming machine access ports, 
[0002] There are wide variety of associated devices 
that can comprise a gaming machine such as a slot ma- 
chine or video poker machine. Some examples of these 
devices are lights, coupon dispensers, card readers, bill 
validators, coin acceptors, coin hoppers, display panels, 
key pads, and gaming controllers. Many of these devic- 
es are built into the gaming machine while some are 
grouped into separate units such as top boxes which 
may be placed on top of the machine. 
[0003] Some gaming machine devices are consid- 
ered more critical to the gaming machine operations 
than others. In particular, devices that control the input 
and output of money from the gaming machine are gen- 
erally considered critical devices. The gaming controller, 
which controls the features of the game played on the 
gaming machine including the pay-out of a particular 
game as well as the gaming devices which output game 
pay-outs, is one of the most critical gaming devices, if 
not the most critical device. Specific examples of other 
critical devices include card readers, bill validators, tick- 
et coupon readers, and coin acceptors which control the 
input of money into the gaming machine and note stack- 
ers, token dispensers, drop boxes and ticket/coupon 
dispensers which control the output of money from the 
gaming machine. 

[0004] Access to a particular gaming machine device 
depends on the type of device. Input devices such as 
bill validators, coin acceptors, and card readers or out- 
put devices such as coupon dispensers or token dis- 
pensers are directly accessible. These devices have at 
least one access mechanism on the outside of the gam- 
ing machine so that the gaming machine may either ac- 
cept money or indicia of credits from players desiring to 
play the game or pay-out money to a player playing a 
game. However, access to the mechanisms controlling 
the operation of these devices is usually behind one or 
more doors provided on the gaming machine exterior. 
The gaming controller and the money storage devices 
such as bill stackers and drop boxes are less accessible. 
These devices are usually only accessible after opening 
one or more doors or other barriers which limit access 
to these critical devices. 

[0005] The doors which allow access to the critical de- 
vices are often secured with keyed locks. For security, 
when any of these doors are opened, the gaming ma- 
chine must stop normal game play operation and switch 
to an attention state. Thus, it is necessary to detect 
whether a door is open or closed via an electronic 
means so that the operating software utilized by the 



gaming controller can take appropriate action. 
[0006] Another access mechanism to gaming devices 
including bill validators, coin acceptors, token dispens- 
ers, gaming controllers, and coupon dispensers is 

5 through wires which accept and transmit signals which 
control the operation of the device. Typically, during the 
operation of the gaming machine, many of the associ- 
ated gaming devices are controlled in some manner by 
the gaming controller located within the gaming ma- 

10 chine. The control of a gaming device is enabled by the 
wires which connect a gaming device to the gaming con- 
troller. For example, when a player is playing a game 
and receives a pay-out during the course of a game, the 
gaming controller may send out a signal to a coupon 

15 dispenser, located in some of other part of the gaming 
machine away from the gaming controller, instructing 
the coupon dispenser to dispense a coupon represent- 
ing the pay-out. Thus, access may be gained to a gam- 
ing device, via the wires connected to the gaming de- 

20 vice, 

[0007] A common mode of theft for gaming machines 
involves accessing the devices which control the input 
and output of money to the gaming machine through 
some access mechanism and manipulating the devices 

25 in some manner to obtain an illegal pay-out. For exam- 
ple, one type of theft might involve simply taking money 
from a drop box while a gaming machine is being ac- 
cessed for maintenance. Another type of theft might in- 
volve illegally gaining access to the gaming controller 

30 and reprogramming the gaming controller to pay-out an 
illegal jack pot. Another type of theft might involve com- 
promising the wires to a coupon dispenser and sending 
a signal instructing it to dispense coupons with some 
monetary value. 

35 [0008] One method for preventing theft is installing a 
security system which monitors the various access 
mechanisms of a gaming machine. Typically, security 
devices of this type monitor access to the various entry 
ports within the gaming machine as well as the wires to 

40 some gaming devices. The security system monitors ac- 
cess to the entry port by sending out signals to sensors 
able to detect whether access to the entry port has oc- 
curred. Usually, the entry port contains a sensor device 
that forms some type of closed circuit when the entry 

45 port is closed and an open circuit when the entry port is 
" open. When an entry port is opened, some information 
regarding this event is stored by the security monitoring 
system. For example, the security monitoring system 
might store information regarding whether a particular 

so entry port was accessed during a particular period of 
time. This information can be used to determine when 
a theft has occurred or when tampering with the gaming 
machine has occurred. 

[0009] Security monitoring of access to the gaming 
55 machine is usually implemented in some manner by the 
gaming controller during normal operations of the gam- 
ing machine in conjunction with some security monitor- 
ing hardware independent of the gaming controller. The 
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security monitoring by the gaming controller is imple- 
mented while the gaming machine is receiving power 
from an external power source such as AC power from 
a power outlet. In the event the gaming machine is re- 
ceiving no external power such as during a power failure 5 
or when the gaming machine is being stored orshipped, 
security monitoring of the gaming machine is carried out 
only by the independent security monitoring hardware 
powered by an internal power source within the gaming 
machine such as battery. w 
[0010] Since the door access security monitoring sys- 
tem is utilized to detect theft or tampering with gaming 
machine, some individuals desiring to steal or tamper 
with the gaming machine have developed methods for 
thwarting such devices. One disadvantage of current is 
access mechanism security monitoring systems is that 
approaches to defeating the systems have been devel- 
oped by obtaining a schematic of the circuitry hardware 
used in the system and developing techniques for pre- 
venting an access event from being recorded when an 20 
access has occurred. For example, connections be- 
tween certain gates on the circuit could be rewired to 
prevent the circuit from detecting an access event. Ac- 
cordingly, it would be desirable to provide a door access 
security monitoring system which contains custom cir- 25 
cuitry which prevents this type of tampering. 
[001 1 ] Another disadvantage of cu rrent access mech- 
anism security monitoring systems is that the approach- 
es to tampering with the gaming machine between mon- 
itoring intervals by the system have been developed. 30 
For example, it is possible to open a door on gaming 
machine between monitoring intervals and then send 
out a false signal such that the security monitoring sys- 
tem never records that the gaming machine door has 
been opened. According, it would be desirable to pro- 35 
vide an access security mechanism security monitoring 
system which prevents this type of tampering from oc- 
curring. 

SUMMARY OF THE INVENTION 40 

[001 2] This invention addresses the needs described 
above by providing a security system that monitors val- 
idation signals detected by a sensor at least twice during 
each oscillation of the validation signal. This technique 45 
may be applied both while the main power to the gaming 
machine is on and while a backup power source (e.g., 
a battery) is on. Preferably, the security system of this 
invention employs a custom integrated circuit (e.g., an 
end-user programmed complex programmable logic de- so 
vice) to perform some the security functions such as 
supplying the validation signal to the sensor and com- 
paring a sensor output signal to the validation signal to 
determine whether access to a gaming machine device 
has occurred. 55 
[0013] One aspect of the present invention pertains 
to a gaming machine, which may be characterized by 
the following features: (a) a plurality of gaming devices 



coupled to the gaming machine (b) an access mecha- 
nism allowing access to one or more gaming devices of 
said gaming machine; and (c) access monitoring circuit- 
ry. The access monitoring circuitry preferably includes 
(i) a sensor including a signal emitter and a signal de- 
tector indicating when the access mechanism has been 
actuated in a manner in allowing access to one or more 
of the gaming devices; (ii) a source circuit providing an 
oscillating validation signal controlling operation of the 
sensor's signal emitter; and (iii) a detection circuit for 
monitoring the output of the sensor's signal detector in 
a manner sampling the output at least twice within a sin- 
gle oscillation. 

[001 4] Various sensors may be employed with this in- 
vention. Examples include optical sensors, magnetic 
sensors, and mechanical sensors. Likewise, various ac- 
cess mechanisms may be employed. Examples include 
locks, wires, retaining latches and device receptors. In 
a typical' scenario, the access mechanism is provided 
on a door such as the main door of the gaming machine, 
a bill stacker door, a CPU security door, a belly door, a 
drop door and a coupon dispenser door. Depending up- 
on the type of access mechanism employed, the access 
mechanism may be actuated by opening a door, unen- 
gaging a lock, accessing a signal path on wire, opening 
a retaining latch, or emptying a device receptor. In a spe- 
cific embodiment, the detection circuit can monitor the 
output of at least 7 sensors simultaneously. 
[0015] To obtain optimal security, the detection circuit 
should sample the output of the sensor's detector at 
times when the output magnitude is expected to be at 
different levels. In other words, if the output signal is ex- 
pected to oscillate between high and low states (on and 
off states in a digital system), then that signal should be 
sampled while the signal is expected to be high and 
again while it is expected to be low. To conserve power, 
the high portion of the signal may be of much shorter 
duration than the low portion of the signal. Thus, it can 
be very important to time the sampling so that both the 
expected high and low portions of the output signal are 
sampled. In a preferred embodiment, the validation sig- 
nal and a sample rate of the detector's output by the 
detection circuit are in synchronization and are at least 
30 Hz. 

[001 6] In a specific embodiment, the access monitor- 
ing circuitry includes an inverter arranged to invert sig- 
nals emitted by the source circuitry. Thus, the detection 
circuitry must expect to receive an inverted signal. If the 
signal is not inverted, access may have occurred. The 
access monitoring circuitry may require an amplifier ar- 
ranged to amplify signals emitted by the source circuitry. 
[0017] As mentioned, some or all of the security cir- 
cuitry may be provided on an integrated circuit such as 
a custom integrated circuit. Examples of such custom 
ICs include programmable logic devices, field program- 
mable gate arrays, and application specific integrated 
circuits. Preferably, the source circuit and the detection 
circuit are provided on a single integrated circuit. 
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[0018] As mentioned, the invention preferably oper- 
ates while the gaming machine's main power supply is 
not operable. Thus, the gamine machine may include a 
battery that provides power to the source circuit and to 
the detection the sensor. Preferably, the battery can 
power the entire security system including the integrat- 
ed circuit. 

[001 9] Another aspect of the invention provides a cus- 
tom integrated circuit for use in detecting access via one 
or more access mechanisms of a gaming machine. As 
mentioned, examples of suitable custom integrated cir- 
cuits include programmable logic devices, field pro- 
grammable gate arrays, and application specific inte- 
grated circuits. In this embodiment, each of the access 
mechanisms has at least one associated sensor, as de- 
scribed above. The custom integrated circuit may be 
characterized by the following elements: (a) a source 
circuit providing an oscillating validation signal for con- 
trolling operation of a sensor's signal emitter; (b)-a-de- * 
tection circuit for monitoring an output signal of the sen- 
sor's signal detector by sampling the output signal at 
least twice within a single oscillation of the validation sig- 
nal; (c) comparison circuitry for comparing the values of 
the output signal sample and the validation signal at par- 
ticular times; and (d) a storage region for storing data 
indicating when access has been detected by the com- 
parison circuitry. 

[0020] The integrated circuit may also include a power 
connection allowing a battery to be coupled to the cus- 
tom integrated circuit such that the battery powers the 
source circuit, the detection circuit, and the comparison 
circuitry. Further, the integrated circuit may include a 
connection to a master clock that provides a timing sig- 
nal with a frequency of 30 Hz or greater. Still further, the 
integrated circuit may include a connection allowing a 
device external to the custom integrated circuit to read 
the contents of the storage region. 
[0021] In a preferred embodiment, the storage region 
is provided as one or more registers. One of these may 
be dedicated to storing access indicators for separate 
sensors on the gaming machine. In a specific embodi- 
ment, the storage region can provide information on at 
least 7 sensors. Another register may store a random 
number which is overwritten when access to special de- 
vices (e.g., the CPU) has occurred, A power status reg- 
ister may be provided for storing signals on the % opera- 
tional status of one or more power sources. Examples 
of such power sources include a main power supply, a 
battery for powering the sensor, and a battery for pow- 
ering the storage region. 

[0022] Yet another aspect of this invention pertains to 
a method of monitoring an access mechanism that al- 
lows access to one or more gaming devices within a 
gaming machine. The method employs a sensor that 
provides an output signal indicating whether the access 
mechanism has allowed access. The method may be 
characterized by the following sequence: (a) sending an 
oscillating validation signal to the sensor, the validation 



signal controlling generation of an emitter signal at the 
sensor; (b) detecting the output signal from a signal de- 
tector of the sensor; (c) comparing the value of the val- 
idation signal and the value of the output signal at least 

5 twice during a single oscillation; and (d) indicating ac- 
cess to the gaming machine when compared values of 
the validation signal and the output signal show that ac- 
cess to the gaming machine feature has occurred. 
[0023] Preferably, the method also allows the security 

w system to determine whether it is on main power or 
backup power. Different security protocols may be em- 
ployed depending on whether main or backup power is 
used. Preferably, a backup power protocol drains ener- 
gy at a low rate. In a specific embodiment, the method 

is requires storing a power signal indicating whether the 
gaming machine is using normal power or backup pow- 
er. 

[0024] The method may indicate access by various 
mechanisms. For example, it may store a signal indfcat- 

20 jng that access has occurred through a specific access 
mechanism. The signal is stored in a non-volatile mem- 
ory such as a register on a custom integrated circuit, as 
discussed above. For critical access mechanisms, the 
method may involve (i) storing an identical random 

25 string of numbers to two non-volatile memory locations 
within the gaming machine when main power is on to 
the gaming machine; and (ii) clearing the random 
number located within one of the non-volatile memory 
locations when access to one or more specified access 

30 mechanisms has occurred while main power is off. 
[0025] Note that the method may also determine 
when main power to the gaming machine is off and then 
power the security system (including the sensor) with 
battery power. To allow the gaming machine to recog- 

35 nize that it is in a backup power state, the method may 
store a power signal indicating that primary power to the 
gaming machine is off. The method may further require 
(i)monitoring a voltage level in the battery; and (ii) clear- 
ing a battery status indicator stored in a non-volatile 

40 memory located on the custom integrated circuit when 
the battery voltage is below a defined level. 
[0026] These and other features and advantages of 
the invention will be described in more detail below with 
reference to the associated figures. 

45 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0027] FIG. 1 is a perspective drawing of a gaming 
machine having a top box and other devices. 
so [0028] FIG. 2 is a perspective drawing of a gaming 
machine having a top box with the main door open and 
the interior exposed. 

[0029] FIG. 3 is a block diagram depicting hardware 
utilized for gaming machine security monitoring provid- 
es ed for one embodiment of this invention. 

[0030] FIG. 4 is a block diagram depicting the battery 
powered security monitoring system connected to a 
sensor provided for one embodiment of this invention. 
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[0031 ] FIG. 5 is a block diagram depicting the sensor 
monitoring circuitry of the battery powered security mon- 
itoring system provided for one embodiment of this in- 
vention. 

[0032] FIG. 6 is a table showing the fractions of reg- s 
isters within the monitoring circuitry for one embodiment 
of the present invention provided for one embodiment 
of this invention. 

[0033] FIG. 7 is a block diagram depicting aspects of 
the power-off/power-on monitoring circuitry of the bat- w 
tery powered security monitoring system provided for. 
one embodiment of this invention. 
[0034] FIG. 8 is a flow diagram depicting the details 
of a power-up process involving the battery powered se- 
curity monitoring system provided for one embodiment 15 
of this invention. 

[0035] FIG. 9 is a flow diagram depicting the details 
of a door polling process involving the battery powered 
security monitoring system provided for one embodi- 
ment of this invention. 

DESCRIPTION OF THE PREFERRED 
EMBODIMENTS 

[0036] Turning first to FIG 1 , one example of a video 
gaming machine 2 of the present invention is shown. 
Machine 2 includes a main cabinet 4, which generally 
surrounds the machine interior (not shown) and is view- 
able by users. The main cabinet includes a main door 8 
on the front of the machine, which opens to provide ac- 
cess to the interior of the machine. Typically, the main 
door 8 and/or any other portals which provide access to 
the interior of the machine utilize a locking mechanism 
of some sort as a security feature to limit access to the 
interior of the gaming machine. Also, for further security, 
various types of sensors may be employed at these en- 
try portals to determine when an access has occurred. 
For example, the sensor may detect when the door is 
actuated from a closed position to an open position. 
Monitoring of these sensors may be carried out by hard- 
ware (not shown) located within the main cabinet 4. At- 
tached to the main door are player-input switches 32, a 
coin acceptor 28, and a bill validator 30, a coin tray 38, 
a belly glass 40, and a monitor mask 42. The belly glass 
40 has a door for maintenance purposes such as chang- 
ing the glass or lights. This portal may provide indirect 
access to the interior of the gaming machine. For exam- 
ple, gaps may exist in the cabinet containing the lights 
for the belly glass. 

[0037] Viewable through the main door is a video dis- 
play monitor 34 and an information panel 36. The dis- 
play monitor 34 will typically be a cathode ray tube, high 
resolution flat-panel LCD, or other conventional elec- 
tronically controlled video monitor. The information pan- 
el 36 is a back-lit, silk screened glass panel with lettering 
to indicate general game information including, for ex- 
ample, the number of coins played. The bill validator 30, 
player-input switches 32, video display monitor 34, and 



information panel are devices used to play a game on 
the game machine 2. The devices are controlled by cir- 
cuitry (not shown) housed inside the main cabinet 4 of 
the machine 2. Many possible games, including tradi- 
tional slot games, video slot games, video poker, keno, 
and lottery, may be provided with gaming machines of 
this invention. 

[0038] The gaming machine 2 includes a top box 6, 
which sits on top of the main cabinet 4. The top box 6 
houses a number of devices including speakers 10, 12, 
14, a glass. panel with display lamps 16, a coupon dis- 
penser 18 which prints bar-coded tickets 20, a key pad 
22 for entering player tracking information, a florescent 
display 24 for displaying player tracking information, and 
a card reader 26 for entering a magnetic striped card 
containing player tracking information. The top box 6 
may contain an entry portal of some type (not shown) to 
access the devices contained within the top box. This 
entry portal may contain a lock and sensors for monitor- 
ing access to the portal. Further, access to devices with- 
in the top box 6 may be monitored. For example, the 
coupon dispenser 18 may be used to print tickets for 
game credits. The coupon dispenser (not shown) may 
contain a door which allows access to the tickets utilized 
by the coupon dispenser. This entry portal may contain 
a lock and sensors for monitoring access to the portal. 
[0039] The devices housed in the top box 6 add fea- 
tures to a game played on the machine 2. During a 
game, these devices are controlled, in part, by circuitry 
(not shown) housed within the main cabinet 4 of the ma- 
chine 2. Further, additional circuitry (not shown) housed 
within the main cabinet 4 may monitor access to the top 
box 6 and possibly some devices within the top box. Ca- 
bles (not shown) are routed from the top box 6 to the 
interior of the gaming machine to enable these control 
and monitoring functions. 

[0040] When a user wishes to play the gaming ma- 
chine 2, he or she inserts cash through the coin acceptor 
28 or bill validator 30. Potentially, the bill validator 30 or 
a similar device may read tickets with game credits. The 
cash or game tokens from the coin acceptor 28 and bill 
validator 30 may be stored in the interior of the main 
cabinet 4 in devices including note stackers, drop boxes, 
and token dispensers. At the start of the game, the play- 
er may enter playing tracking information using the card 
reader 26, the keypad 22, and the florescent display 26. 
During the game, the player views game information us- 
ing the video display 34. Usually, during the course of a 
game, a player is required to make a number of deci- 
sions, which affect the outcome of the game. The player 
makes these choices using the player-input switches 
32. During certain game events, the gaming machine 2 
may display visual and auditory effects that can be per- 
ceived by the player. These effects add to the excite- 
ment of a game, which makes a player more likely to 
continue playing. Auditory effects include various 
sounds that are projected by the speakers 10, 12, 14. 
Visual effects include flashing lights, strobing lights or 



25 



30 



35 



40 



45 



50 



5 



1/6/07, EAST 



Version: 2.0.3.0 



9 



EP1 117 079 A2 



10 



other patterns displayed from lights on the gaming ma- 
chine 2 including lights behind the front glass 16 on the 
top box 6 or from lights behind the belly glass 40. After 
the player has completed a game, the player may re- 
ceive game tokens from the coin tray 38 or the ticket 20 5 
from the printer 18, which may be used for further 
games. Further, the player may receive a ticket 20 for 
food, merchandise, or games from the printer 18. 
[0041] FIG. 2 is a perspective drawing of a gaming 
machine having a top box 212 with the main door 200 10 
open and the interior of the gaming machine 2 exposed. 
The main door 200 contains a locking mechanism 202 
and a main door sensor 206. Typically, the main door 
sensor 206 or any type of access sensor may be com- 
posed of two parts. Usually, one part of the sensor may is 
be an emitter while the other part of the sensor may be 
a detector. The emitter and detector act like a switch in 
a circuit. When the detector is able to receive a signal 
of some type from the emitter, the sensor circuit is closed 
and signals may be passed through the circuit. When 20 
the detector is unable to receive a signal from the emitter 
the circuit will be open and a signal may not be passed 
through the circuit. By monitoring signals passed 
through the circuit, the status of the circuit, either 
opened or closed, can be determined. For a door, the 25 
sensor emitter and sensor detector may be designed 
such that signals from the detector can only be received 
from the emitter when the door is closed. As examples, 
the main door sensor 206 may be composed of optical 
sensors which emit and detect light, magnetic sensors 30 
which emit and detect a magnetic field, or a mechanical 
sensors which emit and detect current when the two 
parts of the sensor remain in contact with each other. 
The main door sensor 206 may have a second part 
mounted (not shown) on the inside of the main cabinet 35 
204 which enables a closed circuit when the door is 
closed. 

[0042] Mounted on the bottom of the main cabinet 204 
and inside of the main door 200 may be a note stacker 

220 and a token dispenser 218. The note stacker 220 40 
stores bills accepted from the bill validator. The note 
stacker 220 may contain a door 221 which limits access 

to the bills stored within the note stacker 220. The note 
stacker 220 is typically locked or secured in some man- 
ner. A sensor may be mounted on the note stacker door 

221 to detect when the note stacker door 22V is ac- 
cessed. Examples of access to the note stacker, which 
might be detected using a sensor of some type including 
a optical sensor, magnetic sensor or mechanical sensor, 
comprise opening a door to access the money stored so 
within the note stacker or removing the note stacker 
from the gaming machine. In both of these cases, a sen- 
sor pair composed of an emitter and detector could be 
used in conjunction with sensor monitoring circuitry to 
determine when these events have occurred. The token 55 
dispenser 21 8 accepts coins or tokens from the coin ac- 
ceptor and pays out winning from the gaming machine. 
The token dispenser 218 may dispense coins or tokens 



into the coin tray 222 mounted on the main door 200 of 
the gaming machine 2. The token dispenser 218 may 
contain a door 21 9 which limits access to the tokens or 
coins stored within the token dispenser 21 8. Access to 
the token dispenser 21 8 may be monitored using a sen- 
sor of some type and monitoring circuitry. 
[0043] The gaming machine 2 may be placed on top 
of a drop stand 224. The drop stand 224 may contain a 
drop stand door 21 6 and a drop box 214 located within 
the drop stand 224. The drop box 214 contains the 
. house "take" fromthe gaming machine. The drop box 
214 is typically locked within the drop stand 224 which 
may be accessed using the drop stand door 216. The 
drop stand 224 door typically contains a locking mech- 
anism to limit access to the drop box and a sensor may 
be connected to sensor monitoring circuitry to determine 
when the drop stand door has been opened. 
[0044] A master gaming controller 21 0 is also located 
in the interior of the main cabinet 204 ofThe gaming ma- 
chine 2. The master gaming controller operates the 
games played on the gaming machine and the various 
devices needed to play to the game including the token 
dispenser 218 and the note stacker 220. Access to the 
master gaming controller may be limited by one or more 
doors including the main door 200. Further, the master 
gaming controller, which may be detached from the 
gaming machine, may be locked down using an addi- 
tional device such as a retaining latch for additional se- 
curity. One or more sensors including optical sensors, 
magnetic sensors and mechanical sensors may be 
placed near the master gaming controller to determine 
when one or more of the following events has occurred: 
1 ) when doors allowing access to the gaming controller 
have been opened, 2) when a lock down device includ- 
ing the retaining latch for the gaming controller has been 
actuated, 3) when the gaming controller has been re- 
moved from its mounting bracket, 4) when a data port 
that allows the gaming controller to be programmed has 
been accessed or 5) when a lock to one of the access 
mechanisms including the door or the retaining latch has 
been unengaged. The sensor monitoring circuitry used 
to monitor the various access sensors may be located 
on the processor board containing the gaming controller 
210. Information from the various sensors may be car- 
ried to the gaming controller via wires contained within 
a wire harness 208 which go to the various devices and 
sensors located within the main cabinet 204, main door 
200, and top box 212. 

[0045] The top box 212 may be accessed via a top 
box access door 21 3. The top box access door 21 3 typ- 
ically contains a locking mechanism to limit access to 
the top box and a sensor may be connected to sensor 
monitoring security to determine when the top box ac- 
cess door has been opened. A printer 226 may be lo- 
cated within the top box 212. The printer may printer 226 
tickets or coupons that may be used for additional game 
play on the gaming machine 2 or other gaming ma- 
chines. Thus, the tickets or coupons stored within the 



6 



1/6/07, EAST Version: 2.0.3.0 



11 



EP1 117 079 A2 



12 



printer 226 may be a target of theft. Access to the printer 
226 may be limited by a printer access door 228. The 
printer access door 228 typically contains a locking 
mechanism to limit access to the printer and a sensor 
may be connected to sensor monitoring circuitry to de- 5 
termine when the printer access door has been opened. 
[0046] A primary objective of the sensors and sensor 
monitoring circuitry may be gaming machine security. 
During gaming operations, the gaming machine 2 may 
contain a significant amount of cash stored within the 
devices including the token dispenser 21 8, the drop box 
214, and the note stacker 220. When the main door 200 
or drop stand door 21 6 of the gaming machine 200 is 
open, these devices are more accessible and may be- 
come a target of theft. Sensors to monitor access to 
these devices may serve as a deterrent to theft. Further, 
the master gaming controller 21 0 determines when a 
pay-out such as a jackpot should be made for a given 
game. For gaming machines linked in large networks, 
the potential jackpots can be very large. Thus, one mode 
of theft involves manipulating the master gaming con- 
troller 210 to falsely reward a pay-out or jackpot. Thus, 
the sensors that indicate when access to the master 
gaming controller may have occurred are usually closely 
monitored using a security monitoring system of some 
type. 

[0047] The invention described herein is not limited to 
the gaming machine configuration shown in FIG, 2. 
Gaming machines and their associated devices may be 
physically configured in many different ways. For exam- 
ple, the top box access door 213 may be located on the 
sides or back of the top box 212 or the drop stand door 
216 may be located on the sides or back of the drop 
stand 224, As another example, a note stacker or other 
devices potentially requiring a security monitoring sys- 
tem of some type might be located within the top box 
212. 

[0048] FIG. 3 is a block diagram depicting hardware 
utilized for gaming machine security monitoring. For il- 
lustrative purposes, eight sensors 300, which may in- 
clude optica! sensors, magnetic sensors and mechani- 
cal sensors, and maybe distributed throughout the gam- 
ing machine, are shown. The number of sensors may 
be less than or more than eight depending on the type 
of gaming machine. These sensors may be configured 
detect a number of different events including but not lim- 
ited to when a door is opened, when a lock is unlocked, 
when a retaining latch is opened or when a device is 
removed from the gaming machine. For example, a sen- 
sor may detect when the main door of the gaming ma- 
chine has been opened or when a processor board 312 
has been detached from a "backplane" or motherboard 
304. In a preferred embodiment, processor board 312 
is connected to backplane 304, which may in turn be 
mounted to the main cabinet of the gaming machine. 
Signalsto orf rom a given sensor may be carried through 
wires in a wire harness 302 to the backplane 304 and 
then via circuit traces and connectors to processor 



board 312. 

[0049] In the figure, one potential embodiment of 
hardware used to monitor the sensors distributed 
throughout the gaming machine is shown. The proces- 
sor board 312 contains a microprocessor 314 - which 
typically serves as the master gaming controller - with 
DRAM 316 and a security monitoring system 322. Typ- 
ically, the gaming machine is powered from an outside 
power source such as an AC power outlet. This AC pow- 
er may be utilized by a power supply located within the 
gaming machine 310 to distribute power to the devices 
connected to the gaming machine. When the power 
supply 31 2 receives power from an outside source, the 
processor board may receive power through a power 
connector 308 to the back plane 304. 
[0050] The security monitoring system 322 sends out 
signals to the sensors 300, processes signals arriving 
from the sensors 300 and stores information regarding 
the status of a given sensor. Information regarding the 
status of a given sensor may be used to determine when 
a door has been opened or when some other event 
which the sensor has been designed to detect has oc- 
curred. The monitoring of sensors by the security mon- 
itoring system 322 may occur when the gaming machine 
is receiving power from an outside source or when the 
gaming machine is disconnected from external power. 
When the gaming machine is disconnected from exter- 
nal power, a battery 324 may power the security moni- 
toring system 322 as long the battery is functioning prop- 
erly. The battery may be a rechargeable Nickel Metal 
Hydride or Nickel Cadmium cell, for example. 
[0051] In addition, when the gaming machine is re- 
ceiving power from an outside source and the processor 
board 31 2 is operating properly, the microprocessor 31 4 
may load executable software into a DRAM 31 6 that en- 
ables the microprocessor 31 4 to sample a register lo- 
cated in the security monitoring system 322 with infor- 
mation regarding the status of the sensors 300. When 
a security event has occurred, such as an opening of 
the main door to the gaming machine, the microproces- 
sor 314 may store this information in non-volatile mem- 
ory 31 8 which is powered by a separate battery 320 and 
may take an additional actions including alerting an at- 
tendant and flashing a warning message on the gaming 
machine. The security monitoring performed by the mi- 
croprocessor 314, which is software based, may be in- 
dependent of the security monitoring performed by the 
security monitoring system 322 but is dependent on the 
information regarding the status of the sensors 300 
gathered by the security monitoring system 322. 
[0052] In a specific embodiment described herein, the 
security monitoring system 322 may independently 
monitor up to eight sensors. When more than eight sen- 
sors are employed, one or more sensors may be wired 
in a series and monitored. When two or more sensors 
are wired in a series, the security monitoring system 
may detect when either of the sensors has detected an 
event but can not distinguish between the event. For ex- 
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ample, when two door sensors designed to detect when 
a door has opened are wired in a series and connected 
to the security monitoring system 322, the security mon- 
itoring system may detect when either door has been 
opened but can not distinguish between which door has 
opened or when both doors have been opened. 
[0053] FIG. 4 is a block diagram depicting the battery 
powered security monitoring system 322 connected to 
a sensor. The security monitoring circuitry 400 sends out 
a validation signal 404 from the signal output 402. One 
oscillation of the validation signal 404 may be composed- 
of an on pulse 406 which may be a signal of some mag- 
nitude and an off pulse 408 which may be a signal of 
some magnitude. The lengths of time of the on pulse 
406 or the off pulse 408 may be varied and may not be 
the same for each pulse. For example, when the sensor 
monitoring circuitry 400 is being powered from the bat- 
tery, the on pulse may be as short as 80 microseconds 
while the off pulse 408 may be as long as about 33 mil- 
liseconds of a second. The frequency of the validation 
signal may be 30 HZ or less. 

[0054] The validation signal may pass through an in- 
verter/amplifier 41 0. The inverter component may invert 
the validation signal 404 such that the magnitude of the 
on pulse 406 and the magnitude of the off pulse 408 are 
inverted. The load capacity of the on pulse 406 or the 
off pulse 408 may also be amplified by the amplifier com- 
ponent. After validation signal leaves the sensor moni- 
toring system 322, it passes to the appropriate compo- 
nents) of the gaming machine via the backplane 304 
as illustrated in FIG. 3: 

The sensor emitter 412 receives an on pulse 404 
from the inverter/amplifier 410. In response to the on 
pulse 404, the sensor emitter 412 may send a signal to 
the sensor detector 41 4. For example, for a light sensor 
41 2, the sensor emitter might send a light pulse of some 
type which might be detected by the sensor detector 
414. For a magnetic sensor, a magnetic pulse might be 
sent out by the sensor emitter 412 which might be de- 
tected by the sensor detector 41 4. For a mechanical 
sensor, the sensor emitter might pass an electric current 
to the sensor detector 414 where the emitter and the 
detector of the mechanical sensor might be in contact. 
[0055] Typically, the emitter and detector pair of a sen- 
sor are configured to detect an binary event. For exam- 
ple, an open or closed door, an empty or full receptacle 
for a component, an open or closed retaining latch or an 
engaged or unengaged lock are a few types of binary 
events which a sensor pair might be configured to de- 
tect. The sensor pair may be configured such that the 
detector can detect a signal from the emitter only for one 
event of the binary pair. For example, for detecting when 
a door is open or closed, the detector may be configured 
such that the detector can only receive a signal from the 
emitter when the door is closed. Thus, for a light sensor, 
the detector would normally only be able receive a light 
pulse from the emitter when the emitter has been acti- 
vated by an on pulse and the door is closed. If the door 



is open, the detector has moved away from the optical 
path of light from the emitter, so the detector detects no 
signal. For a magnetic sensor, the detector would nor- 
mally only be able receive a magnetic pulse from the 

5 emitter when the emitter has been activated by an on 
pulse and the door is closed. For a mechanical sensor, 
the detector would be able to receive a signal from the 
emitter while the emitter and detector remain in contact. 
[0056] When the sensor detector 41 4 receives a sig- 

10 nal from the sensor emitter 41 2, it may send out an u on u 

. .signal of some type to-the signal input 416. When the 
sensor detector 414 does not receive a signal, an "off 1 
signal of some type may be received by the signal input 
416. The signal received by the sensor monitoring cir- 

15 cuitry 400 may be synchronously compared to the vali- 
dation signal output by the sensor monitoring circuitry 
400. An a on M or "off signal sent out through the signal 
output 402 by the sensor monitoring circuitry 400 should 
propagate through the circuit within a specified time in- 

20 terval. A timing signal may be generated by timing cir- 
cuitry within the sensor monitoring circuitry 400. Thus, 
an "on" or "off" signal received by the sensor monitoring 
circuitry 400 through the signal input 416 may be 
matched to an "on" or "off validation signal sent out 

25 through the signal output 402 based on the timing signal 
from the timing circuitry. This comparison of output and 
input signal pairs may occur at an interval of 30 Hz or 
less. 

[0057] The sensor emitter 41 2 and the sensor detec- 

30 tor 41 4 can be configured to produce an on or off signal 
at the signal input 416 based upon an on or off signal 
received by the sensor emitter 41 2. For example, an off 
signal received by the sensor emitter 412 may produce 
on or off signal by the sensor detector 414 depending 

35 on how the sensor is configured. Also, because of the 
inverter 410 in the circuit loop, the on or off signal re- 
ceived by the sensor emitter 412 may differ in phase 
from the on or off signal sent by the signal output 402. 
However, within the sensor monitoring circuitry 400, the 

40 on or off signal sent out through the signal output 402 
may be matched based on the timing signal to an on or 
off signal received by the signal input 416 to produce 
four signal pairs (on, on), (on, off), (off, on), (off, off) 
where the fast signal in the pair is the on or off signal 

45 component emitted from the sensor monitoring circuitry 
through the signal output 402 and the second signal in 
the pair is the on or off signal component received by 
the sensor monitoring circuitry through the signal input 
416. 

so [0058] The four signal pairs can be used to determine 
a binary detection event including an open or closed 
door, an engaged or unengaged lock, an open or closed 
retaining latch or an empty or full component receptor. 
For example, for monitoring when a door is closed or 

55 open, the signal pairs (on, on) and (off, off) might indi- 
cate the door is opened, a device failure, a wire failure 
or wire harness tampering. The signal pairs (on, off) and 
(off , on) might indicate represent an indeterminate state 
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i .e . the door cou Id be opened or closed but the state can 
not be differentiated. However, consecutive states of 
(on, off) and (off, on) may be used to detect when the 
door is open. Again, the events that these values repre- 
sent can vary depending the sensor circuitry and how 
the sensors are configured to monitor a given detection 
event. 

[0059] The four signal pairs may be used to determine 
a binary detection event including an open or closed 
door, an engaged or unengaged lock, an open or closed 
retaining latch, an empty or full component receptor or 
a cut or uncut wire harness. For example, in one em- 
bodiment of the present invention, for monitoring a door, 
the signal pairs (on, on) and (off, off) might indicate the 
door is opened, a device failure, a wire failure or wire 
harness tampering. The signal pairs (on, off) and (off, 
on) might indicate represent an indeterminate state i.e. 
the door could be opened or closed but the state can 
not be differentiated. However, consecutive states of 
(on, off) and (off, on) may be used to indicate the door 
is closed. Again, the events that these values represent 
can vary depending the sensor monitoring circuitry and 
how the sensors are configured to monitor a given de- 
tection event. When power is on to the main gaming ma- 
chine, the interpretation of these signals and the deter- 
mination of a binary detection event may be made by 
software residing on the master gaming controller of the 
gaming machine. When power is off to the main gaming 
machine, the interpretation of these signals and the de- 
termination of a binary detection event may be made by 
the sensor monitoring circuitry. 
[0060] The sensor monitoring circuitry may be config- 
ured such that an "on" signal received by the sensor 
monitoring circuitry 400 at the signal input 41 6 means 
the sensor monitoring circuit is open and an "off" signal 
received by the sensor monitoring circuitry 400 at the 
signal input 416 means the sensor monitoring circuit is 
closed. When the door is closed, the sensor monitoring 
circuitry 400 may be configured to detect an "on" signal 
at the signal input 41 6 in response to an "off" signal emit- 
ted by the signal output 402 i.e. an (off, on) signal pair 
Further, when the door is closed, the sensor monitoring 
circuitry 400 may be configured to detect an "off signal 
at the signal input 41 6 in response to an "on" signal emit- 
ted by the signal output 402 i.e. an (on, off) signal pair. 
The on and off signals emitted at the signal output 402 
may be alternated at a frequency of 30 Hz or less. Thus, 
when the door is closed, consecutive pairs of (on, off), 
(off, on) or (off, on), (on, off) may be detected by the 
sensor monitoring circuitry 400 or by software residing 
on the master gaming controller within the gaming ma- 
chine. 

[0061] For a door sensor, the (on, on) or (off, off) sig- 
nal pairs, might occur when an attempt is made to 
tamper with the gaming machine. For example, when 
an "on" signal is sent by the signal output 402, an at- 
tempt to tamper with the gaming machine might be 
made by grounding the signal input 412 to the sensor 



monitoring circuitry 400 to produce an "off" signal at the 
signal input 41 2 before the "off" signal sent by the sensor 
detector 414 in response to the "on" signal is received 
by the signal input 41 6. This tampering attempt might 

s produce an (on, off) signal pair within the sensor moni- 
toring circuitry 400 which would not be interpreted as an 
open door in this example. In the next time interval, an 
"off" might be emitted by the signal output 402. However, 
when the signal input 416 is grounded from the tamper- 
to ing attempt, an (off, off) signal pair might be produced 
and detected within the sensor monitoring circuitry 400. 
This (off, off) signal pair might be interpreted by software 
on the gaming machine or the sensor monitoring circuit- 
ry as an error condition resulting from an illegal door 

15 open, a harness tamper, or a device failure. The detec- 
tion of the error condition might be stored and the gam- 
ing machine attendants might be alerted. 
[0062] When an "off" signal is sent by the signal output 
402, an attempt to tamper with the gaming machine 

20 might be made by cutting the wires in the wire harness 
to the signal input 41 2 to the sensor monitoring circuitry 
400 to produce an °on u signal at the signal input 412 
before the "on" signal sent by the sensor detector 414 
in response to the "off 0 signal is received by the signal 

25 input 41 6. This tampering attempt might produce an (off, 
on) signal pair within the sensor monitoring circuitry 400 
which would not be interpreted as an open door in this 
example. In the next time interval, an "on" signal might 
be emitted by the signal output 402. However, when the 

30 wires to the signal input 41 6 are cut from the tampering 
attempt, an (on, on) signal pair might be produced and 
detected within the sensor monitoring circuitry 400. This 
(on, on) signal pair might be interpreted by software on 
the gaming machine or the sensor monitoring circuitry 

35 as an error condition resulting from an illegal door open, 
a harness tamper, or a device failure. The detection of 
the error condition might be stored and the gaming ma- 
chine attendants might be alerted. 
[0063] In the case of device failure, an (on, on) signal 

40 pair or (off, off) signal pair may be detected by the sensor 
monitoring circuitry. For example, a wire with a short, 
which might cause the sensor monitoring circuit to re- 
main closed, might produce an (off, off) signal pair. As 
another example, a broken wire, which might cause the 

45 sensor circuit to remain open, might produce an (on, on) 
signal pair/The detection of these device failure error 
conditions might be detected by software on the gaming 
machine or the sensor monitoring circuitry 400. When 
these errors are detected, the error condition might be 

50 stored and the gaming machine attendants might be 
alerted. 

[0064] Many scenarios may be imagined involving 
tampering with a gaming machine. The examples de- 
scribed above are meant to demonstrate how one em- 
55 bodiment of the invention described herein might be im- 
plemented under a scenario where an attempt is made 
to tamper with a door sensor and its associated wiring. 
However, embodiments of the present invention are ap- 
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plicabte to monitoring sensors that detect a binary de- 
tection events including an open and closed door, an 
engaged or unengaged lock, an open or closed retaining 
latch or an empty or full component receptor. The con- 
figuration of the sensors, the sensor monitoring circuitry 
and the interpretation of the signal pairs used in these 
embodiments may or may not differ from the examples 
described above. 

[0065] FIG. 5 is a block diagram depicting the sensor 
monitoring circuitry 400 of the battery powered security 
monitoring system. Sensor monitoring circuitry 400 may 
be built on a custom electronic device of some type in- 
cluding a programmable logic device, a field program- 
mable gate array or an application specific integrated 
circuit. These custom circuits may be designed as a 
"black boxes" such that the internal logic used to proc- 
ess the signals input and output by the circuit is not eas- 
ily determined. Unlike general purpose microproces- 
sors, the gate level circuitry of a custom integrated cir- 
cuit need not be published. When the internal logic of 
the sensor monitoring circuitry can be easily deter- 
mined, then methods may be devised to defeat the sen- 
sor monitoring circuitry. In the past, for example, off-the- 
shelf circuits were used to design the sensor monitoring 
circuitry. For these devices, it was possible to obtain a 
schematic or a copy of the circuit which were used to 
determine the internal logic of the circuit and to devise 
methods to defeat the sensor monitoring circuitry. The 
use of "black box" custom circuits in the current inven- 
tion makes this approach to tampering much more diffi- 
cult and thus increases the overall security of the gam- 
ing machine. 

[0066] The source circuitry 502 includes logic for emit- 
ting a validation signal through the signal output 402 to 
one or more sensors as described in Fig. 4. The detec- 
tion circuitry 502 includes logic for receiving a signal 
from one or more sensors through the signal input 416 
as described in Fig. 4. The sensor monitoring circuitry 
400 may be powered from a power supply located within 
the gaming machine which receives power from outside 
the gaming machine or by a battery 324 located within 
the gaming machine. When the power is off, the circuitry 
may be designed to minimize the amount of power con- 
sumption to extend the length of time the sensor moni- 
toring circuitry may operate on the battery. 
[0067] The comparison circuitry 500 includes logic for 
comparing the signals emitted from the source circuitry 
502 with the signals received from the detection circuitry 
504. In the comparison circuitry 500, when an on or off 
pulse is emitted from the source circuitry 502, the value 
of the pulse, which may be stored as a 1 or 0 in a storage 
register, may be compared with a signal received from 
the detection circuitry 504, which may be stored as a 1 
or 0 in a storage register. This comparison may be car- 
ried out within a specified timing interval in a synchro- 
nous manner such that the signal received from the de- 
tection circuitry 504 corresponds to a response from the 
sensor to a particular signal emitted by the source cir- 



cuitry 502. Thus, the comparison circuitry 500 compares 
a signal pair composed of a signal emitted from the 
source circuitry 502 and the response the sensor to this 
signal received by the detection circuitry 504. Typically, 

5 for a given time interval, the source circuitry 502 will emit 
a similar signal to all of the sensors connected to the 
sensor monitoring circuitry 400. For example, when 
eight sensors are being monitored, the source circuitry 
may send out eight "on" signals to each of the sensors 

10 during a given time interval. However, the response of 
each sensor to the °on" signal depends on the status of 
each sensor device. 

[0068] The timing interval for the comparison in the 
sensor monitoring circuitry 400 is determined from tim- 

15 jng signals generated by logic in the dock circuitry 555 
which may be a separate integrated circuit. For exam- 
ple, a CMOS timer may provide the logic for the clock 
circuit 555 used to generate the timing signal. The syn- 
chronous comparison of signals occurs twice a cycle i. 

20 e. for both the on and off portions of the validation signal. 
In a preferred embodiment, the validation signal is emit- 
ted at a frequency of about 30 Hz or less. 
[0069] Three storage registers may be utilized by the 
sensor monitoring circuitry. The details of the contents 

25 of these registers are described in Fig. 6. The door de- 
tection register 506, the power status register 508, and 
the random number storage register 508 store informa- 
tion regarding the status of particular sensors which may 
be used by the gaming machine to determine the out- 

30 come of a binary event including whether a door is 
opened orclosed, a security mechanism is locked or un- 
locked, or an component receptor is full or empty. Fur- 
ther, these registers contain information that affects the 
operation of the sensor monitoring circuitry 400. 

35 [0070] Monitoring circuitry 400 receives power via a 
power connector 516. Depending upon the current 
mode of operation, that power is supplied by a main 
power source to the gaming machine or battery 324. 
When the gaming machine is receiving power from an 

40 outside source, the microprocessor 314 may sample 
these registers to determine the outcome of one or more 
binary events detected by sensors connected to the 
sensor monitoring circuitry based on software loaded in- 
to the microprocessor. When the gaming machine is not 

45 receiving power from an outside source, the sensor 
monitoring circuitry 400 can detect the outcome of one 
or more binary events detected by sensors connected 
to the sensor monitoring circuitry based on the hardware 
within the sensor monitoring circuitry as long as the bat- 

so tery 324 generates power. The outcome of these events 
may be stored in one or more registers within the sensor 
monitoring circuitry 400 for access by the microproces- 
sor 314 when the gaming machine is receiving power 
from an outside source. 

55 [0071] FIG. 6 is a table showing the functions of reg- 
isters within the sensor monitoring circuitry in Fig. 5 for 
one embodiment of the present invention. Three 8 bit 
registers are described: 1) the Detect/Control Register, 
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2) Power Status Register and 3) Random Number Stor- 
age Register. As needed, more or less registers could 
be employed and the size of the registers adjusted. For 
each register, the address, the bit number, the direction 
and the function of each bit are described for a number 
of operational modes. The address refers to a location 
in memory used to access the register. The bit refers to 
the number of a particular bit in the register. The direc- 
tion refers to the type of information access for a bit in 
the register where RO is "read only", WO is "write only", 
and RW is "read and write". These registers comprise a 
portion of the security monitoring circuitry which can be 
accessed by the operating software on the gaming ma- 
chine. 

[0072] The Detect/Control Register may be used for 
three functions: 1) determining, in conjunction with the 
gaming controller software, when binary events such as 
open or closed doors occur when power is on to the 
gaming machine, 2) storing, independently of the gam- 
ing controller software, the outcome of binary events 
such as open or closed doors that occur when power is 
off to the gaming machine, and 3) resetting the sensor 
monitoring circuitry. For the first function, when the Pow- 
er Mode equals 1 and the gaming machine is properly 
receiving power, the gaming controller may utilize soft- 
ware to sample the door validation pulse in bit 7 and the 
detection input signals in bits 6-0. The validation pulse 
is the signal emitted by the source circuitry 502 in Fig. 

5 and the input signals may be the response by each 
sensor to the validation pulse. As described above, the 
validation signal may be the same for each sensor such 
that it can be stored in one bit of the register. An example 
of how the detection inputs might be utilized is as fol- 
lows. The values in bits 0-5 could be used to indicate 
the status of the main door, the drop door, bill stacker 
door, the CPU security door, and the belly door while bit 

6 could be a spare. 

[0073] The value of the validation pulse bit may be 
paired with the value for each detection input bit to de- 
termine the status of each door or any other binary event 
for which a sensor may be configured to detect as well 
as the status of the wiring to the sensors. For each sen- 
sor, the value of the validation pulse bit and the value of 
the detection input bit form a signal pair during a given 
time interval. The possible values of the signal pairs may 
be (1 ,1), (1 ,0), (0,1), (0,0) where the value of the valida- 
tion pulse bit is the first number in the signal pair. As 
previously described, these signal pairs may be utilized 
by the gaming controller to detect certain events includ- 
ing whether a door is open or closed. When the power 
is on (Power Mode=1 ), the software utilized by the gam- 
ing controller may sample the validation pulse bit and 
the detection input bits at a rate which is equal to or 
greater than the rate at which the registers are updated 
by the sensor monitoring circuitry. For example, the sen- 
sor monitoring circuitry may update the validation pulse 
bit and the detection input bits at a frequency of 30 Hz 
while the software utilized by the gaming controller may 



sample the bits at a frequency of about 60 Hz. 
[0074] A second possible function of the Detect/Con- 
trol register may be to store information regarding the 
outcome of binary events including open or closed doors 

5 that occur when the gaming machine is not receiving 
outside power. When the Power Mode=0 and the sensor 
monitoring system is receiving power from a battery or 
some other alternative power source, the sensor moni- 
toring circuitry sends validation signals to sensors con- 

10 nected to doors and other devices to determine the out- 
come of a binary events including whether a door is 
opened or closed as well the status of wiring to the sen- 
sors. For a given sensor, when the sensor monitoring 
circuitry detects a signal pair that corresponds to a par- 

15 ticular critical event including an open door or an un- 
locked device, the sensor monitoring circuitry may store 
a value, either 1 or 0, in one of the 6 detection register 
bits which corresponds to the sensor. For a given sen- 
sor, a value of either 1 or 0 in the detection register bit 

20 may used to indicate that when the main power was off 
to the gaming machine one or more critical events oc- 
curred and at least one of these critical events was de- 
tected by the sensor monitoring circuitry. When power 
is restored to the gaming machine , the gaming controller 

25 may read the detection register and place the gaming 
machine in an attention state when any one of the de- 
tection register bits indicate that a critical event occurred 
while power was off to the gaming machine. 
[0075] For example, when the detection register bit, 

30 o, corresponds to the main door, the first time the sensor 
monitoring circuitry detects that the main doormay have 
been opened, the wiring may have been compromised 
to the main door sensor or an attempt may have been 
made to tamper with the main door sensors, a value of 

35 1 may be stored in the detection register bit 0. When the 
sensor monitoring circuitry has seta particular detection 
register bit to a value of 1 while the Power Mode=1 , the 
value in this detection register bit may not change when 
the sensor monitoring circuitry detects another critical 

40 event which might result in this bit being set to a value 
of 1 . Thus, for example, while the main power was off, 
the main door could be opened 100 times and the sen- 
sor monitoring system might detect each of these critical 
events. However, the detection register bit correspond- 

45 ing to the main door might only be set to a value of 1 
one time. Thus, when the value in this register was read, 
it would not be possible to determine how many times 
the main door was opened. 

[0076] The third function of the detect/control register 
so may be to reset the sensor monitoring circuitry after a 
power failure. For example, when a power failure occurs 
during gaming machine operations, the sensor monitor- 
ing circuitry may switch from a Power Mode=1 which 
involves monitoring of the sensors by the gaming con- 
55 trailer software to a Power Mode=0 which involves mon- 
itoring of the sensors by the sensor monitoring circuitry 
under battery power. When power is restored to the 
gaming machine, the gaming controller software may 
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access the detect/control register and the power status 
register, to determine whether a critical event has oc- 
curred while the power was off to the gaming machine. 
Details of this power-up procedure are described in Fig. 
8. When the gaming control software determines that s 
no critical events occurred while the power was off, the 
gaming control software may execute a write to the con- 
trol register to allow the sensor monitoring circuitry to 
return to real-time monitoring of the sensors by the gam- 
ing controller software i.e. Power Mode=1 . to 
[0077] The Power Status Register stores information 
regarding the status of the power to the sensor monitor- 
ing circuitry and can be used like the detect/control reg- 
ister to store information regarding binary events. The 
functions of the validation pulse level bit, bit 7, and the 
detection input bit, bit 6, are similar to those described 
for the Detect/Control register. For example, the valida- 
tion pulse bit and the detection input bit may be used to 
reflect the state of the card cage retention mechanism 
and the power interlock. An unlocked cage may cause 20 
the power supply to turn off. In the time between opening 
the card cage lock and system power going off, software 
may read the state of this input to determine that the 
machine was powered off by the lock being opened ver- 
sus the power switch being turned off. 25 
[0078] In the Power Status Register, the POWER FAIL 
bit, bit 5, is a real-time indication of a power failure or of 
a power interruption from the power supply. Thus, the 
POWERFAIL bit may indicate that the gaming machine 
is having some power difficulties. An indication of power 30 
difficulties might cause the sensor monitoring circuitry 
to switch the POWER MODE bit, bit 4, from POWER 
MODE=1 to POWER MODE=0. TheTTBATLOW bit, bit 
3, may indicate that the battery voltage for the security 
monitoring circuitry is running low and the battery needs 35 
to be recharged or replaced. When the main power is 
on to the gaming machine, the TTBATLOW bit may be 
set by the operating software on the gaming machine. 
When the power is off to the gaming machine and the 
battery voltage drops below a certain level, the TTBAT- 40 
LOW bit may be cleared by the security monitoring cir- 
cuitry. When the main power is off to the gaming ma- 
chine, the battery is used to power the sensor monitoring 
circuitry and the sensors. SRAMBATLOW bit, bit 2, may 
indicate that the CMOS memory battery voltage is run- 
ning low or needs to be replaced. TT POWER FAILURE 
bit, bit 1 , may indicate the battery to the sensor monitor- 
ing circuitry failed while the sensor monitoring circuitry 
was under battery power. Thus, the data stored in the 
detection registers may be unreliable. The Power Latch so 
bit, bit 0, may be used to indicate the power status of 
the gaming machine. 

[0079] The Random Number Storage Register may 
be an 8 bit Read/Write register which allows software 
utilized by the gaming controller to store a byte of infor- ss 
mation. It provides additional security for the gaming 
machine. While the gaming machine is receiving outside 
power, the values of the bits in the register can be set 



to a randomly generated pattern and the same informa- 
tion, i.e. the values of each bit, can be stored in another 
non-volatile memory location elsewhere in the gaming 
machine. For example, see the non-volatile memory in 
Fig. 3. When a significant security event occurs while 
the power is off to the gaming machine and the sensor 
monitoring circuitry is operating properly, the Random 
Number Storage Register is cleared. For example, the 
Random Number Storage Register might be cleared 
when the sensor monitoring circuitry detects the main 
door has been opened, the CPU security door has been 
opened or the back up battery has been exhausted. 
When power is restored to the gaming machine, the 
gaming controller software can compare the values in 
each bit of the Random Number Storage Register with 
the values stored in the other non-volatile memory loca- 
tion. When the values are different, the values in the De- 
tection Register may not reliable. For example, the val- 
ues may not be reliable because the battery may have 
failed to the sensor monitoring circuitry or tampering 
with the sensor monitoring circuitry may have occurred. 
[0080] FIG. 7 is a block diagram depicting aspects of 
the sensor monitoring circuitry of the battery powered 
security monitoring system for Power Mode=1 or Power 
Mode =0 as described in Fig. 6. Blocks representing the 
compare circuitry 500 and the detect/control register are 
shown in Fig. 5. The functions of each bit in the detect/ 
control register were described in regards to Fig. 6. The 
figure shows a potential embodiment of the hardware 
for mon itoring events from the various sensors while the 
compare circuitry 500 is being operated with power from 
the gaming machine, Power Mode=1 , or under battery 
power, Power Mode=0. The potential circuitry is shown 
only for one sensor input connected to bit number 4 in 
the detect/control register 702. Similar circuitry may be 
used for the bits 0-3, 5 and 6. 
[0081] For a given sensor, the compare circuitry 500 
compares a signal emitted from the sensor monitoring 
circuitry to a sensor with a signal received from the sen- 
sor in response to the signal emitted by the sensor mon- 
itoring circuitry. These signals are compared to deter- 
mine the status of certain binary events including when 
a door is opened or closed. When the compare circuitry 
500 is receiving outside power, Power Mode=1 , the val- 
ue of the Power Mode bit 704 may be input into the mul- 
tiplexer 718 such that a value of 1 or 0 representing a 
state of the sensor input signal 706 may be stored in bit 
number 4 of the detect/control register 702. Software uti- 
lized by the microprocessor 314 may sample the infor- 
mation stored in the detect/control register 702 , to de- 
termine the status of a particular sensor. For example, 
the SQftware might sample the value of bit 4 which may 
contain information regarding the state of the sensor 
connected to bit 4 and the value of bit 7 which may con- 
tain information regarding the state of the validation sig- 
nal 720 to determine the status of the sensor connected 
to bit 4 in the detect/control register 702. The data in the 
detect/control register 702 is updated regularly by the 
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sensor monitoring system. For example, the data in the 
detect/control register 702 may be updated by the sen- 
sor monitoring circuitry at a frequency of 30 Hz or less. 
However, the microprocessor may sample the detect/ 
control register 702 at an equal or greater rate than the 
update rate of the sensor monitoring circuitry. 
[0082] When the compare circuitry 500 is under bat- 
tery power, Power Mode=0, the Power Mode bit 704 
may be input into the multiplexer 71 8 such that the pow- 
er-off mode circuitry 700 may be utilized. The power-off 
mode circuitry may directly compare signals from the 
sensor input 71 4 with a validation signal using the XOR 
logic 712. The signal from the XOR logic 712 is moni- 
tored by the critical signal detector 708 at regular inter- 
vals based on timing signals received from the master 
clock 710. After passing through the multiplexer 71 8, the 
signal from the critical signal detector 708 may be stored 
in the detect/control register 702. In the figure, bit 4 is 
used as a storage register but similar circuitry (not 
shown) also exists for bits 0-3, 5, and 6. Further, this 
circuitry might be duplicated for all the sensors that are 
connected to the compare circuitry. 
[0083] When a critical event occurs including the main 
door or the CPU door being opened and this event is 
detected by the Power-off mode circuitry 700, then the 
critical signal detector 708 may begin to emit a constant 
signal with a value of either 1 or 0 which represents the 
critical event as long as the Power Mode=0 and the sen- 
sor monitoring circuitry battery is still generating suffi- 
cient power. For example, when a value of 1 represents 
a critical event such as a door being opened and when 
the critical signal detector receives this signal from the 
XOR 712, the critical signal detector 708 may send this 
signal during a given time interval to the multiplexer 71 8 
and the mulitplexer may send the signal to the detect/ 
control register 702. Once the critical signal detector 708 
detects a critical signal value such as a value of 1 , it may 
continue to send a signal with this value without consid- 
eration of the value of the signal received by the XOR 
712 during subsequent time intervals. Thus, in the cur- 
rent example, during subsequent time intervals the crit- 
ical signal detector 708 may receive a signal value of 1 
or 0 from XOR 712, for example, from a door being re- 
peatedly opened and closed, but the critical signal de- 
tector 708 may only send a value of 1 to the multiplexer 
718. 

[0084] FIG. 8 is a flow diagram depicting the details 
of a power-up process involving the battery powered se- 
curity monitoring system. A power-up to the gaming ma- 
chine and the security monitoring system may be the 
result of a number of events including a power failure, 
maintenance to the gaming machine, or shipping of the 
gaming machine. For security purposes, when the gam- 
ing machine is not under outside power, the battery pow- 
ered sensor monitoring system may attempt to detect 
binary events including open or closed doors within the 
gaming machine by monitoring sensors connected to 
various devices such as the doors. When power is re- 



stored to the gaming machine, the battery power to the 
sensor monitoring system may be switched off and the 
monitoring of the sensors may be performed by the sen- 
sor monitoring system in conjunction with software uti- 
5 lized by the gaming controller. Fig. 8 represents some 
of the steps the gaming machine may perform to tran- 
sition the sensor monitoring system from a power-off 
state to a power-on state. 

[0085] In Fig. 8, at some point after receiving power 

10 in step 800, the gaming controller in step 802 may read 
the power status register within the sensor monitoring 
circuitry shown in Fig. 5. In step 804, the gaming con- 
troller may check the value of the PowerFail bit de- 
scribed in Fig. 6. When the Powerfail bit=0, the gaming 

15 controller is executing the power- up procedure but a sig- 
nal indicating a power failure or power difficulty was not 
stored in the Powerfail bit by the sensor monitoring cir- 
cuitry. This situation may occur for a number of reasons. 
For example; an attempt may have been made to 

20 tamper with the sensor monitoring circuitry while the 
power was off or the sensor monitoring circuitry may 
have malfunctioned. Thus, when the Powerfail bit=0 
during the power-up process, the gaming controller may 
ignore the rest of the registers in the sensor monitor cir- 

25 cuitry, may stop the power-up process and may alert an 
attendant in step 806. 

[0086] When the Powerfail bit=1 , which indicates a 
power failure of some type may have occurred, the gam- 
ing controller reads the detection bits within the detect/ 
30 control register and the power status register to deter- 
mine whether any critical events have occurred includ- 
ing open doors, unlocked devices, or empty component 
slots, in step 804. These events may be indicated when 
the detection bit is either a 1 or 0. As an example, a 
35 critical event may have occurred when any of the detec- 
tion bit registers contain a value of 1 . When the gaming 
controller detects a critical event, information about the 
event, including which device may have experience an 
event, may be logged to non-volatile memory and an 
40 attendant may be alerted, in step 81 2. 

[0087] When the detection bits for ail of the devices 
indicate that no critical events have occurred, the ran- 
dom number storage register, described in Fig. 6, is 
sampled in step 814. As an extra security feature, the 
45 values in the random number storage register are com- 
pared with values stored in another non-volatile memory 
register located somewhere else in the gaming ma- 
chine. When the security monitoring system is initialize, 
identical values are stored in the random number stor- 
so age register and in the other non-volatile memory loca- 
tion. When a critical event occurs and this event is de- 
tected by the sensor monitoring circuitry, the random 
number storage register may be cleared so that the val- 
ues in the random storage register and the other non- 
55 volatile memory differ. When no critical events were de- 
tected in step 81 0 but values in the random storage reg- 
ister and the non-volatile memory differ in step 814, an 
attempt to tamper with the gaming machine or some oth- 
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er malfunction may have occurred. In this case, the 
event may be logged to non-volatile memory and the 
power-up process may be halted in step 816. When the 
gaming controller has determined that no critical events 
have occurred when the power was off in steps 804, 
81 0, and 814, the gaming controller writes an instruction 
to the detect/control register described in Fig. 6 and the 
security monitoring system is switched to real-time op- 
eration mode in step 818. After step 818, the gaming 
controller may continue other power-up procedures in 
step 820. 

[0088] FIG. 9 is a flow diagram depicting the details 
of a sensor polling process involving the battery pow- 
ered security monitoring system and the gaming con- 
troller for one embodiment of the present invention. 
When the gaming controller is receiving power from an 
outside, normally in step 900, the gaming controller will 
initiate a check of registers in the sensor monitoring cir- 
cuitry to determine when a critical event has- occurred; 
In step 902, the microprocessor on the gaming controller 
reads the values stored in the detect/control register and 
the power status register. In step 904, the value in the 
detection input bit for each sensor is compared to the 
value stored in the validation pulse bit to determine 
whether a critical event has occurred. As an example, 
the sensor monitoring circuitry may be designed so that 
a critical event including an open door or a compromised 
wire harness is indicated when the value of the detection 
input bit equals the value of the validation pulse level 
bit. When no critical events have been detected during 
a given time interval, the sensor polling process ends. 
[0089] In step 906, when the gaming controller de- 
tects a critical event, information about the event, includ- 
ing the sensor ID, may be logged to non-volatile mem- 
ory. In step 908, the gaming controller may check wheth- 
er the event was authorized. For example, for planned 
maintenance of the gaming machine. When the event 
is authorized, the polling process ends. When the event 
is not authorized, in step 91 0, the gaming controller may 
alert an attendant. 

[0090] Although the foregoing invention has been de- 
scribed in some detail for purposes of clarity of under- 
standing, it will be apparent that certain changes and 
modifications may be practiced within the scope of the 
appended claims. For instance, while the gaming ma- 
chines of this invention have been depicted as having 
accessible gaming devices physically attached to a 
main gaming machine cabinet, the use of gaming devic- 
es in accordance with this invention is not so limited. For 
example, the devices commonly provided on a top box 
may be included in a stand alone cabinet proximate to, 
but unconnected to, the main gaming machine chassis. 



Claims 

1 . A gaming machine comprising: 



(a) a plurality of gaming devices coupled to the 
gaming machine 

(b) an access mechanism allowing access to 
one or more gaming devices of said gaming 

5 machine; and 

(c) access monitoring circuitry comprising: 

(i) a sensor including a signal emitter and 
a signal detector indicating when the ac- 

w cess mechanism has been actuated in a 

manner in allowing access to one or more 
of the gaming devices; 

(ii) a source circuit providing an oscillating 
validation signal controlling operation of 

15 the sensor's signal emitter; and 

(iii) a detection circuit for monitoring the 
output of the sensor's signal detector in a 
manner sampling the output at least twice 
within a single oscillation. 

20 

2. The gaming machine of claim 1 , wherein the sensor 
is an optical sensor, a magnetic sensor, or a me- 
chanical sensor. 

25 3. , The gaming machine of claim 1 , wherein the ac- 
cess mechanism is a lock, a wire, a retaining latch 
or a device receptor. 

4. The gaming machine of claim 1 , wherein the access 
30 mechanism is provided on a door which is selected 

from the group consisting of a main door, a bill 
stacker door, a CPU security door, a belly door, a 
drop door, a coupon dispenser door, a printer ac- 
cess door, a token dispenser door and a top box 
35 access door. 

5. The gaming machine of claim 1, wherein the sensor 
to the access mechanism is actuated by an open 
door, an unengaged lock, a cut wire, an open retain- 

40 ing latch or an empty device receptor. 

6. The gaming machine of claim 1 , wherein the detec- 
tion circuit samples the output of the sensor's de- 
tector at times when the output magnitude is ex- 

45 pected to be at different levels. 

7. The gaming machine of claim 1 , wherein the vali- 
dation signal and a sample rate of the detector's out- 
put by the detection circuit are in synchronization 

50 and are at least 30 Hz. 

8. The gaming machine of claim 1 , wherein the source 
circuit and the detection circuit are provided on a 
single integrated circuit. 

55 

9. The gaming machine of claim 7, wherein the inte- 
grated circuit is a custom integrated circuit that is 
either a programmable logic device, a field pro- 
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grammabie gate array, or an application specific in- 
tegrated circuit. 

10. The gaming machine of claim 1 , further comprising 

a battery coupled to the source circuit and the de~ 5 
tection circuit of the sensor in a manner allowing it 
to power these elements. 

1 1 . The gaming machine of claim 1 , wherein the detec- 
tion circuit can monitor the output of at least 7 sen- 10 
sors simultaneously. 

1 2. The gaming machine of claim 1 , wherein the gaming 
device is a bill stacker, a coupon dispenser, a CPU, 

a drop box, a coupon dispenser, a card cage inter- is 
lock, a printer, a token dispenser. 

13. The gaming machine of claim 1 wherein the access 
monitoring circuitry includes an inverter arranged to ■ 
invert signals emitted by the source circuitry. 20 

1 4. The gaming machine of claim 1 wherein the access 
monitoring circuitry includes an amplifier arranged 
to amplify signals emitted by the source circuitry. 

25 

15. A custom integrated circuit for use in detecting ac- 
cess via one or more access mechanisms of a gam- 
ing machine having at least one sensor associated 
with each of the access mechanisms, each sensor 
having a signal emitter and a signal detector, the 30 
custom integrated circuit comprising: 

(a) a source circuit providing an oscillating val- 
idation signal for controlling operation of a sen- 
sor's signal emitter; 35 

(b) a detection circuit for monitoring an output 
signal of the sensor's signal detector by sam- 
pling the output signal at least twice within a sin- 
gle oscillation of the validation signal; 

(c) comparison circuitry for comparing the val- *o 
ues of the output signal sample and the valida- 
tion signal at particular times; and 

(d) a storage region for storing data indicating 
when access has been detected by the com- 
parison circuitry. 

16. The custom integrated circuit of claim 15, further 
comprising a power connection allowing a battery 
to be coupled to the custom integrated circuit such 
that the battery can power the source circuit, the de- so 
tection circuit, and the comparison circuitry. 

17. The custom integrated circuit of claim 15, wherein 
the storage region includes a random number stor- 
age region for storing at least one random number. 55 

18. The custom integrated circuit of claim 15, further 
comprising a power status storage region for storing 



signals on the operational status of one or more 
power sources including a main power supply and 
a battery for powering the sensor. 

19. The custom integrated circuit of claim 15, wherein 
the integrated circuit is either a programmable logic 
device, a field programmable gate array, or an ap- 
plication specific integrated circuit. 

20. The custom integrated circuit of claim 15, further 
comprising a connection to a master clock which 
provides a timing signal with a frequency of 30 Hz 
or greater. 

21. The custom integrated circuit of claim 15, further 
comprising a connection allowing a device external 
to the custom integrated circuit to read the contents 
of the storage region. 

22. The custom integrated circuit of claim 15, wherein 
the comparison circuitry compares the validation 
signal with the output signal from at least 7 sensors. 

23. A method of monitoring an access mechanism al- 
lowing access to one or more gaming devices within 
a gaming machine using a sensor that provides an 
output signal indicating whether the access mech- 
anism has allowed access, the method comprising: 

sending an oscillating validation signal to the 
sensor, the validation signal controlling gener- 
ation of an emitter signal at the sensor; 
detecting the output signal from a signal detec- 
tor of the sensor; 

comparing the value of the validation signal and 
the value of the output signal at least twice dur- 
ing a single oscillation; and 
indicating access to the gaming machine when 
compared values of the validation signal and 
the output signal show that access to the gam- 
ing machine feature has occurred. 

24. The method of claim 23, further comprising storing 
to a memory device a power signal indicating 
whether the gaming machine is using normal power 
or backup power. 

25. The method of claim 23, wherein the method is im- 
plemented on a custom integrated circuit. 

26. The method of claim 25, wherein indicating access 
comprises storing a signal indicating that access to 
the access mechanism has occurred, wherein the 
signal is stored in a non-volatile memory located on 
the custom integrated circuit. 

27. The method of claim 23, wherein the custom inte- 
grated circuit is a custom integrated circuit that is a 
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programmable logic device, a field programmable 
gate array, or an application specific integrated cir- 
cuit. 

28. The method of claim 23, further comprising: 

storing an identical random string of numbers 
to two non-volatile memory locations within the 
gaming machine when main power is on to the 
gaming machine; and 

clearing the random number located within one 
of the non-volatile memory locations when ac- 
cess to one or more specified access mecha- 
nisms has occurred while main power is off. 

29. The method of claim 23, further comprising: 

determining that primary power to the gaming 
machine is off; and 

powering the sensor with battery power. 

30. The method of claim 29, further comprising storing 
a power signal in memory, the power signal indicat- 
ing that primary power to the gaming machine is off, 
wherein determining that primary power to the gam- 
ing machine is off comprises evaluating the power 
signal in memory. 

31. The method of claim 23, further comprising: 

monitoring a voltage level in the battery; and 
clearing a battery status indicator stored in a 
non-volatile memory located on the custom in- 
tegrated circuit when the battery voltage is be- 
low a defined level. 

32. The method of claim 23, wherein the validation sig- 
nal has a frequency of at least about 30 Hz. 

33. The method of claim 23, wherein the validation sig- 
nal contains an on portion that turns on the emitter 
and an off portion that turns off the emitter, and 
wherein the off portion lasts for a greater length of 
time than the on portion. 

34. The method of claim 23, further comprising invert^ 
ing the validation signal prior to transmitting it to the 
emitter, wherein a normal access state is represent- 
ed by opposite values of the validation signal and 
the output signal. 

35. The method of claim 23, wherein the sensor is an 
optical sensor, a magnetic sensor or a mechanical 
sensor. 

36. The method of claim 23, wherein the access mech- 
anism is a lock, a wire, a retaining latch or a device 
receptor. 



37. The method of claim 23, wherein the access mech- 
anism provides access to a door selected from the 
group consisting of a main door, a bill stacker door, 
a CPU security door, a belly door, a drop door, a 
5 coupon dispenser door, a printer access door, a top 
box access door, a token dispenser door. 
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Bit 


Direction 
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$0 






DETECT/CONTROL REGISTER 




7 


RO 


VALIDATION PULSE LEVEL 




6-0 


RO 


ucTcCTiON INPUTS. (Power Mode^l) 
Compared to validation pulse when power 
is on. 




6-0 


RO 


DETECTION REGISTER. (Power Mode=0) 
1 in register when event occurred during 
power off, else 0 in register 




X 


WO 


Control Register. A write to this address will 
clear the detect register, Power Latch bit and 
POWERFAIL bit 


$1 






POWER STATUS REGISTER 




i 




l/AI |p> AXIOM Dill CB 1 CTV/CI 

VALIUM 1 JUN rULofc Level. 




6 


RO 


DETECTION INPUTS. (Power Mode=1) 
Compared to validation pulse when power 
is on. 




6 


RO 


DETECTION REGISTER. (Power Mode=0) 1 
in register when door was opened during 
power off, else 0 in register 




5 


RO 


POWERFAIL. Real time indication of a power 
failure input from the power supply. 




4 


RO 


POWER MODE. 1=real time detect with 
power on, 0= latch mode with power off 




3 


RO 


TTBATLOW. Status of Battery. OBattery 
voltaqe low 




2 


RO 


SRAMBATLOW. Status of CMOS RAM 
battery. 0=Battery voltage low. 




1 


RO 


TT POWER FAILURE. 0=battery failed while 
the system was powered off. 




0 


RO 


POWER LATCH: This bit is set to a 0 when 
the POWERFAIL input is 0. 


$2 






RANDOM NUMBER STORAGE REGISTER 




7-0 


RW 


Bits cleared when certain devices are accessed 



Figure 6 



22 

1/6/07, EAST Version: 2.0.3.0 



EP 1 117 079 A2 




.9 « 
5 raw 

> 1 





CO 






CO 


CM 




O 




In 



23 



1/6/07, EAST Version: 2.0.3.0 



EP1 117 079 A2 



START 
POWER-UP 
800 



READ POWER 
STATUS REGISTER 




Figure 8 



IGNORE REGISTERS, 
ALERT OPERATOR, 
AND STOP POWER-UP PROCESS 

806 



RESET POWER MODE TO REAL- 
TIME OPERATION 

818 



POWER-UP CONTINUE 



82fl 



q end y 



LOG SENSOR ID TO 
NON-VOLATILE MEMORY 
AND ALERT 
(OPTIONAL) SU 



LOG TO NVRAM, 
ALERT OPERATOR 
AND 

STOP POWER-UP PROCESS 



816 



24 



1/6/07, EAST Version: 2.0.3.0 



EP1 117 079 A2 



START 
SENSOR POLLING 
(POWER-ON) 
900 



READ 

DETECTION INPUTS IN THE 
DETECT/CONTROL REGISTER 
AND 

POWER STATUS REGISTER 

(MICROPROCESSOR) 902 



DID A 
CRITICAL EVENT 
OCCUR? 

2M 



N 



LOG DOOR ID TO 
NON-VOLATILE MEMORY 

906 




END 





N 




ALERT ATTENDENT 

910 


) — ^ 



Figure 9 



25 



1/6/07, EAST Version: 2.0.3.0 



